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Why, how, what?

Cloud observability AWS SRA Tools & services

AWS Security Reference Architecture Terraform, bare-bone, legacy

Tailored to our setup CloudFormation StackSets

AWS Config

AWS GuardDuty
AWS Inspector
AWS Detective
AWS Security Hub



AWS Org structure

Root account

Try not to use it
Delegate everything

Security OU

Logging account
Tooling account

Workloads OU

Development
Testing
Production



AWS Org structure [EENE
The accounts listed below are members of your organization. The organization’s management account is responsible for paying the bills for all

accounts in the organization. You can use the tools provided by AWS Organizations to centrally manage these accounts. Learn more 2

Organization

Organizational units (OUs) enable you to group several accounts together and administer them as a single unit instead of one at a time.

Q. Search by name, email, account ID or QU ID. m = List

Organizational structure Account created/joined date

Try not to use it

Delegate everything L Root

r-ab12

3 workloads

ou-ab12-ab12cd34
[ Security
ou-ab12
Org Account Managment
Created 2025/10/08

org-acc-mgmt@example.com

AWS Org Security Loggin
@ 3 LA Created 2025/10/06

112233445566 | aws-org-security-logging@example.com

AWS Org Security Toolin
@ L : . Created 2025/10/06

5677 | aws-org-security-tooling@example.com

[ Suspended

ou-ab12-abc123de

celtra-or
@ . - Joined 2018/05/31

000111333444 | root@example.com




AWS Config YKL

Purpose: configuration history & compliance
evaluations for AWS resources

Timeline of Changes

Present

Gives:

e what changed, when, whom*
e rule-based compliance

Supported AWS AWS Config Config Rules “System of Aggregator
Resources Recorder (managed or custom) Record” for

Drift
Records Evaluate Query the whole

. Configuration : estate without
Concept' Items (Cls) compliance jumping accounts

Config recorder, ClI
Delivery channel
Config Rules
Conformance packs



AWS Config YKL

Purpose: configuration history & compliance
evaluations for AWS resources

Gives:

e what changed, when, whom*
e rule-based compliance

Concept:
e Config recorder, ClI
e Delivery channel
e Config Rules
e Conformance packs

Multi-Account, Multi-Region Aggregation

Member Account A (Prod)

us-east-1 eu-west-1

3 &

AWS Config

Config Data "
Recorder Common Tooling Account
(Security/Ops)
Member Account B (Dev)

us-east-1 eu-west-1 N
Aggregated
@ Config & H
© Compliance Data
AWS Config

Config Data
Recorder g AWS Config Unified View /

Aggregator Centralized
Querying

Member Account C (Test)

us-east-1 eu-west-1

B &

AWS Config

Recorder Config Data



AWS Config Wl

e CloudFormation StackSets
o Per account & region

o SL Role*, Recorder*, Delivery Channel

e Aggregator in Tooling account

e Root account Recorder



AWS GuardDuty

Purpose: managed threat detection using AWS
telemetry

Gives:

e security findings with severity, affected resources,
and recommended actions

Concept:

e Detector, Findings
e Data sources and Features (runtime monitoring)
e Malware protection for S3



AWS GuardDuty

e Detector in Tooling account
e Delegated admin
e Org configuration

e Root account



AWS Inspector @
\

Purpose: automated vulnerability discovery and
continuous scanning for supported resources

Gives:

e vulnerability findings (CVEs, package exposure),
often with exploitability context and fix guidance

Concept:

e Scan types, Findings



AWS Inspector
\

e Deploy scanner
e Delegate admin

e Org configuration



AWS Detective %
Q¥

Purpose: investigation service that builds
relationships/timelines from AWS activity data to
explain incidents faster

Gives:

e investigative views (entities, timelines,
relationships)

Concepts:

e Behavior graph
e Entity



AWS Detective

e Create a Graph in Tooling account
e Delegate admin

e Org configuration



AWS Security Hub

Purpose: centralized security findings and posture
management across accounts/regions

Gives:

e Normalizes findings and aggregates from AWS
services & partners
e Single pane of glass

Concept:

e Security standards (Controls)
e Findings
e Insights

AWS security services

Findings

EEE |

Partner products Findings

(SIEM, firewalls, etc.)

AWS services

N B
2 Security and
compliance checks

Audit Preparation




AWS Security Hub

Enable in Tooling account
Create aggregator

Delegate admin

Org configuration

Policy for enabled standards
Enable for root account

- Central
- Policies

Workload OU

Sandbox OU




Wrap Up

e Enable other services

e Disable Root users

e Get over your backlog

e Check what fits your needs (LZA, CfCT, ATF)






| Celtra

Thank you!



